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Disclaimer 
All information in this presentation is for educational purposes only.  Neither 
Raytheon, nor the presenters suggest or condone any of the methods mentioned in 
this presentation. Our emphasis is on security awareness and being able to defend 
from multi-faceted attacks.  Raytheon accepts no liability, express or implied, in any 
matter related to this presentation.
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About Us
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Addy Moran 
Raytheon Employee for 3+ years 

Colorado State University, Bachelor’s in Comp Sci 
Certified Ethical Hacker 

Fun Fact: This hacker’s been scammed

     Vidya Murthy 
Raytheon Intern  

Graduate Student at Carnegie Mellon University, 
Information Security 

Fun Fact: This hacker’s been hacked
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What is a Digital Footprint? 

"A digital footprint is a trail of data 
you create while using the Internet. 
It includes the websites you visit, 
emails you send, and information 
you submit to online services.”
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Source: https://techterms.com/definition/digital_footprint
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Example Sources of a Digital Footprint
▪ LinkedIn 
▪ Facebook 
▪ Voting Records 
▪ Court Records 
▪ Twitter 
▪ Dating Apps  
▪ Satellite Images 
▪ Google Maps 
▪ Venmo 
▪ Criminal Records (for a fee)
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Black Box Test

Goal: Compromise target's accounts  
Motivation: Personal, financial, reputational  
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Data Gathering
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Data Gathering
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Make & Model of Car
Points of Entry



Data Gathering
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Data Gathering
▪ Things of interest 

▪ Place of residence  

▪ Place of birth  

▪ Birthdays
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Option 1: Reset Password Using Security Questions

▪ What is your favorite book? 
▪ What is the name of the road you grew up on? 
▪ What is your mother’s maiden name? 
▪ What is your favorite food? 
▪ What city were you born in? 
▪ What was the first company that you worked 

for? 
▪ Where did you go to college? 
▪ What was the name of your first/current/

favorite pet? 
▪ Where did you meet your spouse? 
▪ Where is your favorite place to vacation? 

From StumbleForward (2012) 
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Option 2: Spear Phishing for Account Information 

3/3/2020 12

Approved for Public Release 
 



Option 3: Spear Phishing for Monetary Gains
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Option 3: Spear Phishing for Monetary Gains
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Ammunition for an Insider Threat
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Exploiting “Being Friends” on Social Media
Top 10 Security Questions: 
▪ What is your favorite book? 
▪ What is the name of the road you grew up on? 
▪ What is your mother’s maiden name? 
▪ What was the name of your first/current/

favorite pet? 
▪ What was the first company that you worked 

for? 
▪ Where did you meet your spouse? 
▪ Where did you go to high school/college? 
▪ What is your favorite food? 
▪ What city were you born in? 
▪ Where is your favorite place to vacation? 

From StumbleForward (2012) 
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Unconventional Sources of Information
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Roommates

Favorite Sports Teams
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Unconventional Sources of Information
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Snapchat Maps
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Unconventional Sources of Information
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Exploiting the Access of an Insider Threat
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Exploiting the Access of an Insider Threat
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Company/Organization Perspective
▪ In today’s society, organizations advertise and conduct much of their 

business online.  

▪ At a minimum, a company has: 
– at least 1 domain registered to the company 
– at least 1 email used for the company 
– at least 1 server/computer connected to company assets
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In order to advertise and grow as a company, a digital footprint is necessary 
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Domain Attacks
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By owning a domain similar to a real and trusted company’s, an attacker can 
destroy a company’s reputation  

AthenaConsultng.io
Typosquatting

AthenaConsulting.tech 
Domain Squatting

AthenaConsulting.io
IDN Homograph Attacks

Potential Attacks 
• Sharing of inaccurate 

information 
• Distribution of malware/

malicious code 
• Exploitation of user credentials 

Real Company: AthenaConsulting.io 
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Hashtags

▪ Hashtag hijacking: “when a 
hashtag that a brand sets up to 
generate positive PR, is hijacked 
by detractors.  Instead of being 
used for positive sentiment, it is 
used for attacks on the business, 
or in a sarcastic or snarky 
way.” (Campbell, 2019)

https://www.felberpr.com/blog/the-danger-of-hashtag-hijacking-and-how-to-prevent-it/
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Hashtags

▪ Hashtag hijacking: “when a 
hashtag that a brand sets up to 
generate positive PR, is hijacked 
by detractors.  Instead of being 
used for positive sentiment, it is 
used for attacks on the business, 
or in a sarcastic or snarky 
way.” (Campbell, 2019)

https://setup.us/blog/hashtag-hijacking
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Defensive Measures

3/3/2020 27

▪ When answering security questions don’t actually answer the 
question but use something close enough to remember 

▪ Turn off location data 
▪ Privacy screens 
▪ Check your privacy settings – opt out of unnecessary 

permissions 
▪ Delete unnecessary apps
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White Hat OSINT
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OSINT methodologies is used to gain valuable information, not only for 
malicious purposes but to find and fight criminal activity  
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Resources
▪ Opportunities & Real Life Examples 

– Trace Labs CTF: tracelabs.org 
– Operation Safe Escape: goaskrose.com 
– The BADASS-Army: badassarmy.org 
– The Innocent Lives Foundation: 

innocentlivesfoundation.org
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▪ Tools 
– OSINT Tool Breakdown: 

osintframework.com 
– ExifTool: github.com/exiftool/exiftool
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